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Hver hakkar netdryggisstig Islands?

Radstefna Fjarskiptastofu — 18. oktober 2023
Hrafnkell V. Gislason, forstjori




Netdryggi hja FST - stefnumotun

bSi ISO/IEC IST
Helstu verkefni FST eru netoryggi (60%) og eftirlit med fjarskiptum (40%) @ m:"‘““@ ;%9

Netoryggi fjarskipta fra 2009
* Netoryggissveitin CERT-IS

Netoryggisstefna
Islands 20222037

- Eftirlit med stjérnskipulagi netdryggis fjarskiptafélaga
NIS-1 2021: 2 ny svid: Netoryggissveitin CERT-IS og Stafreent oryggi
Starfsgildi nd um 50, yfir 70% med oryggisvottun RSL
Netdryggisstefna islands 2022

Naest: NIS-2
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’ Forstjori ‘

|
Fjarskiptainnvidir m Stjornsysla Stafraent oryggi - Netbggiif;"e“i"

* Netdryggissveit skal vera skipulagslega adgreind fré eftirlitshiutverki Fiarskiptastofu & svidi net- og upplysingadryggis.




Oryggisvegfe ro Evrépu = European Security Union

* Evropusambandid hefur gefid ut 6ryggisstefnu ESB 2020-2025
sem er mun vidtaekari en sem nemur “virkni innri markadar”
sem Island er patttakandi i

EUROPEAN COMMON

COMMUNITIES: FOREIGN AND COOPERATION
single market, SECURITY IN JUSTICE AND
political, economic, HOME AFFAIRS

POLICY

monetory union.



https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en#about-the-european-security-union

CERT

Netumdami ESB | |

« JOINT CYBER UNIT fer med EU CYBERSECURITY ECOSYSTEM

samhaefingarhlutverk allra peirra adila

€ NEW JOINT CYBER UNT DIPCILB::CY
sem ad tengjast netéryggisumdaemi THE NEW JOINT CYBER UNIT _l

i n n a n E S B i European Union Agency Law Enforcement Ministries of Defence Ministries of Foreign
for Cybersecurity (ENISA) Agencies European Defence Affairs
PROTECTING H National Computer Europol (European Anency (EDA) Diplomary Toalbox
| Security Incident Response Cybercrime Centre)
AND SUPPORTING | Teams (CSIRTs)
EUROPEAN UNION ! Cybersenrity National an External Action Service (EEAS)

Authorities

e Til pess ad tryggja skilvirkt samstarf og crTiZEns |
broun i netéryggismalum a Islandi er Cucipenn commiplie
borf a ad setja upp sameiginlegan | comparEmeeney

. : PROTECTING T
vettvang par sem allir helstu adilar er comstmurions,
tengjast netdryggi koma saman

UTN

European
' External
i Cyber Crisis Liaison Organisation EU Law Enforcement Permanent Structured Action

Network (CyCLONe) Emergency Response Cooperation (PESCO)
Pratocol (EU LE ERP)

—ebaben iU sl Service
European Defence Fund {EEAS)

e Visir ad slikum vettvang er til i dag en

i Cooperation Group on Security

hann parf ad styrkja og formbinda AR | (st
AND SUPPORTING on Cyber Issues

PROGRAMMES

] I Computer Security Incident
! ResEnse Teams

Cybersecurity National
Authorities




Oryggisvegferd EVropu — cybersecurity strategy

e Evrépusambandid hefur gefid Ut netoryggisstefnu
sambandsins sem undirstefnu 6ryggisstefnunnar REGULATORY

INITIATIVES

 Stefnan lysir pvi hvernig ESB vill auka styrk sambandsins
og adildarrikja til ad tryggja stafreent sjalfstaedi (e.
technological sovereignty)

* Prir meginpeettir:
» resilience, technological sovereignty and leadership CYBEREEEURITY
» operational capacity to prevent, deter and respond STRATEGY
» cooperation to advance a global and open cyberspace

* pad regluverk sem island er ad innleida tilheyrir adallega
adgerdum pessarar stefnu

POLICY

INITIATIVES

e Stefnan leggur grunn ad samstarfi adila undir
oryggisstefnu ESB til ad auka 6ryggi innan “netumdaemis”
ESB (EU cybersecurity ecosystem)
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Haekkad netdryggisstig a Islandi— A ég ad gera pad?

*pad er krafa NIS-2 regluverksins ad mikilvaegir
innvidir sinni netoryggismalum i samraami vio
bestu framkvaemd i Evropu

* M.6.0. pad er ekki einkamal adila ad netoryggismal
séu i olagi
*Verdur taepast leyst nema allir vinni saman og
leggist a eitt!
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